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6 SUPERIOR COURT OF WASHINGTON FOR KING COUNTY

7

STATE OF WASHINGTON, )
8 )

Plaintiff, ) No. 07-1-03275-1 SEA
9 )

VS. )
10 ) STATE'S TRIAL MEMORANDUM

GERALD EASTMAN, )
11 )

Defendant. )
12 )

13 1. CHARGES

14 Gerald Eastman is charged by information with sixteen counts of first-degree computer

15 trespass. The state wil move to amend the information to reorganize the counts into

16 chronological order.

17 II. FACTS
18 Gerald Eastman was employed as a precision assembly inspector at Boeing's Propulsion

19 Division in Tukwila from 1987 until 2006. During his employment he complained to

20 management and the FAA that Boeing discouraged inspectors and pressured them to "roller

21 stamp" documents resulting in unsafe airplanes. The FAA determined that his claims were

22 unfounded. In 2002 he wrote a letter to Boeing's general counsel voicing his complaints about

23
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1 Boeing's inspection policies, threatening a lawsuit, and offering to keep quiet in return for a cash

2 settlement. Boeing declined his offer.

3 A series of aricles revealing sensitive internal information about Boeing aircraft design

4 and business plans began to appear in The Seattle Times in 2003. Some of the information in the

5 articles was credited to "internal Boeing documents." On April 12,2006, Boeing received an

6 anonymous email identifying Eastman as the person leaking the information. Boeing

7 investigators began monitoring Eastman's work computer and discovered that he spent several

8 hours each day "surfing" Boeing's computer network and copying fies to an external storage

9 device called a "memory stick" or "thumb drive" connected to his computer. They were able to

10 view the fies Eastman copied and saw that most were marked "Boeing limited" or "Boeing

11 proprietary." They also saw that Eastman removed the device each night and that many of the

12 fies on it were gone when he reconnected it the next morning. Eastman had signed a "Boeing

13 Code of Conduct" in which he agreed not to disclose proprietary information.

14 Seattle Police obtained a search warrant for Eastman's home and seized several

15 computers. Forensic analysis of Eastman's home computers revealed 2,686 documents marked

16 "Boeing limited" and 5,735 documents marked "Boeing proprietary" as well as e-mail messages

17 between Eastman and reporters discussing files Eastman had given them, associated newspaper

18 articles, and meetings. Eastman's home computer also contained a folder called "Boeing

19 Computing Policy" that contained a Boeing memo expressly prohibiting Boeing employees from

20 copying propriety files to external storage devices. Investigators found files on Eastman's home

21 computer containing the sensitive information revealed in several of the articles appearing in the

22 Times. The fies correlated with the following aricles:

23 . A May 1,2003, aricle revealing Boeing's plan for a fleet of new jets called "20XX" that
would have a common design, operations,.systems, and manufacturing;
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1 . A December 3, 2004, aricle revealing plans to reduce the cost and assembly time of the 777
to compete more effectively with Airbus;

. A December 28, 2004, aricle revealing plans to increase production in its 737, 747, and 777
lines;

. A Januar 27,2005, aricle revealing that 747 production in Everett could end as early as
late sumer, 2006;

. A May 18,2005, aricle revealing problems causing production delays for the 777;

. A September 11,2005, aricle revealing who wil build various pars of the 787 and its
production schedules;

. An October 28,2005, aricle revealing projected airplane orders for 2005, sales proposals to
various cariers, and the type and number of airplanes they may purcháse;

. A November 17,2005, aricle revealing weight problems and production schedules for the
787;

. A March 3, 2006 aricle revealing plans to increase production of the 777.

. A March 5, 2006, aricle revealing engineering concerns that lightning could cause fuel
tans on the 787 to explode;

. An April 15,2006, aricle revealing unpublished photos of the new Superfreighter taken
from a top management power point presentation including the arival date of the prototye;

. A May, 2, 2006 aricle revealing a plan to offer after-market maintenance services;

. A May 5, 2006 aricle revealing drawings of a new line of "green" planes designed to reduce
fuel consumption and emissions;
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12
Seattle Police Detectives arrested Eastman at his desk while he was at work. They found

13
the memory stick in a locked drawer in his desk. The device was attached to his computer by a

14
cable protruding through a hole in the back of his desk. A reporter's e-mail address was included

15
on Eastman's "favorites" list on his work computer. Eastman gave the detectives a statement

16
claiming that Boeing had criminally interfered with inspectors and that he was a whistle blower.

17
He refused to discuss whether he had contact with any reporters, whether he had made

18
unauthorized copies of any Boeing computer files, or whether he had given any internal Boeing

19
fies or documents to anyone.

20
All Boeing employees see the following message on their computer screen when they log

21
on: "Welcome authorized lisers. This system is company property. Unauthorized access or use is

22
prohibited and may be subject to discipline, civil suit, or criminal prosecution. To the extent

23
permitted by law, system use and information may be monitored, recorded and disclosed and
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1 using this system constitutes your consent to do so. You also agree to comply with applicable

2 procedures for system use and the protection of sensitive (including export con trolled) data. For

3 questions, consult your supervisor." Eastman attended a training session in 2000 called

4 "Protecting information in the new milennium." Training materials include an admonishment to

5 employees that personal use of the Boeing computer system must be appropriate as defined in

6 company policy which states that information belonging to Boeing must remain on company

7 premises unless use at another location has been authorized by management.

8 Although the files Eastman took were not encrypted or password protected, Eastman had

9 to exploit a weakness in Boeing's computer system to access them. Eastman methodically

1 0 searched the Boeing system looking for unprotected file shares and was routinely denied access

11 to many. Boeing IT personnel who monitored Eastman's computer the month before he was

12 arrested saved "screen shots" of Eastman's computer screen documenting his search for

13 unprotected fie shares including many "access denied" messages he received and his meticulous

14 method for recording which of the thousands of Boeing fie shares he could access.

15 II1. WITNESSES
16 The State intends to call the following witnesses at trial:

17 1.
2.

18 3.
4.

19 5.
6.

20 7.
8.

21 9.

22

23

Anthony Maus, The Boeing Company
Del Valerio, The Boeing Company
Michael Bair, The Boeing Company
Marie Farrelly, The Boeing Company
John Carpenter, The Boeing Company
Det. Nick Bauer,.Seattle Police Department
Det. D. Henderson, Seattle Police Department
Det. David Dunn, Seattle Police Department
Det. Greg Suggett, Seattle Police Department
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1 iv. PRETRIAL MOTIONS

2 A. Motions In Limine:

3 1. Motion to admit evidence of defendant's e-mails to and from reporters and Boeing
employees

4
During the. search of defendant's computers Seattle Police detectives discovered e-mail

5

correspondence between Eastman and reporters Dominic Gates of The Seattle Times and James
6

Wallace of the Seattle Post-Intellgencer. The e-mails describe Eastman's scheme to leak
7

sensitive Boeing files to the reporters and the reporter's intent to use the information in published
8

articles credited to an anonymous source. The state wil not subpoena either reporter to testify at
9

triaL. The State also has e-mails between Eastman and Boeing employees. The e-mail
10

correspondence between Eastman and the reporters and Boeing employees is admissible because
11

it is not hearsay.
12

Eastman's e-mails to the reporters are excluded from the definition of hearsay as

13

admissions by a party-opponent under ER 801(d)(2). The reporter's responses are excluded from
14

the definition of hearsay as the statements of coconspirators. ER 80 1 (d)(2)(v) provides that
15

"statements by coconspirator of a pary during the course and in furtherance of a conspiracy" are
16

not hearsay. Before the State may admit the statements it must show independent of the
17

statements the existence of a conspiracy and that the defendant was a member of the conspiracy.
18

The conspiracy need not be integral to the crime charge and it need not be a formal agreement.
19

A concert of action with all paries working together to accomplish a common purpose is
20

suffcient to constitute a conspiracy. The State is not required to charge a defendant with
21

conspiracy before statements of coconspirators are admissible under ER 801 (d)(2)(v).
22

Statements of coconspirators are not testimonial and do not implicate the 6th Amendment. State
23

v. Sanchez-Guilen, 135 Wn. App. 636, 145 P.3d 406 (2006).

STATE'S TRIAL BRIEF - 5

Dan Satterberg, Prosecuting Attorney
COMPLEX PROSECUTIONS AND
INVESTIGATIONS DIVISION
500 Fourt Avenue, Room 840

Seattle, Washington 98 I 04

(206) 296-90 10 FAX (206) 296-9009



1 Defendant's e-mails to the reporters combined with other evidence at trial is sufficient to

2 show a conspiracy by Eastman and the reporters to leak and publish sensitive internal Boeing

3 fies. The evidence independent of the statements including Eastman's e-mails to the reporters is

4 sufficient to show the existence of the conspiracy and that Eastman was a member of the

5 conspiracy. The e-mails from the reporters to Eastman are therefore admissible under ER

6 801 (d)(2)(v).

7 Eastman's e-mail correspondence with Boeing employees is not hearsay because his

8 statements are admissible as admissions of a party-opponent under ER 801 (d)(2) and the

9 responses of the Boeing employees are offered only to put Mr. Eastman's statements into context

10 and are not offered for the truth of the matter asserted in the statements and therefore fall outside

11 the definition of hearsay under ER 801(c). The e-mail correspondence between Mr. Eastman and

12 Boeing employees is therefore admissible.

13 2. Motion to exclude evidence of necessity/whistleblower defense

14 The common law defense of necessity was recognized in State v. Diana, 24 Wn. App.

15 908, 604 P .2d 1312 (1979). In that case, the court of appeals held that the trial court should have

16 taken additional evidence to determine whether the defendant's possession of marijuana was

17 justified as a medical necessity. The court of appeals noted that the defense is available "when

18 the physical forces of nature or the pressure of circumstances cause the accused to take unlawful

19 action to avoid a harm which social policy deems greater than the harm resulting from the

20 violation of the law." In addition, the defendant must prove by a preponderance of the evidence

21 that (1) he or she reasonably believed the commission of the crime was necessary to avoid or

22 minimize a har, (2) the harm sought to be avoided was greater than the harm resulting from a

23 violation of the law, and (3) no legal alternative existed. Id. The "pressure" must come Jrom the
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1 physical forces of nature, not from other human beings, for a defendant to argue the necessity

2 defense. State v. Turner, 42 Wn. App. 242, 247, 711 P.2d 353 (1985); W. LaFave & A. Scott,

3 Criminal Law, § 50 at 381 (1972). See also State v. Gallegos, 73 Wn. App. 644, 651, 871 P.2d

4 621 (1994); 11 Washington Pattern Jury Instructions, § 18.02 (2d ed. Supp. 1998).

5 In the omnibus order, defendant gave the State notice of his intent to offer the defense of

6 "necessity/whistleblower." The State anticipates that defendant wil argue that Boeing

7 management was pressuring its quality assurance inspectors to "roller-stamp" inspection

8 documents causing the sale of dangerous aircraft and that those circumstances compelled him to

9 act as a whistleblower and disclose internal Boeing documents to the media. However,

10 defendant canot establish the elements of the defense for several reasons:

11 First, none of the internal Boeing documents that are the subject of these criminal charges

12 reveal any attempt by management to influence inspectors in any way, the resulting production

13 of any dangerous aircraft, or any other information that would support defendant's claims that

14 Boeing pressured inspectors to "roller stamp" inspection documents. Almost all of the fies at

15 issue here involve Boeing's business plans and plans for new and existing aircraft production.

16 Therefore he could not have reasonably believed his unauthorized access and disclosure of those

17 fies was necessary to minimize the har of which he complains because it logically did nothing

18 to alleviate that alleged harm.

19 Second, the alleged harm Eastman complains of, pressure to "roller-stamp" inspection

20 documents, was not caused by the physical forces of nature but, according to Eastman, by his

21 supervisors. See,~, State v. Burk, 114 Wash. 370 (1921) (necessity defense proper where

22 landowner ilegally kiled an elk in defense of his crops). Since the pressure Eastman claims to

23 have experienced came from other human beings he is not entitled to the defense.
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1 Third, there was a reasonable legal alternative to defendant--disclosure of his complaints

2 to Boeing management and the FAA. In fact, defendant knew of this alternative because he

3 complained to both Boeing management and the FAA about alleged pressuring of inspectors and

4 the production of dangerous aircraft, neither of which found his claims to have merit. Mr.

5 Eastman also threatened, but did not follow through on, other legal alternatives. For example, he

6 threatened a lawsuit under the federal False Claims Act, 31 U.S.C. §3729-3733, the federal

7 "whistleblower" statute that allows private citizens to bring lawsuits against governent

8 contractors for fraud committed against the government. Defendant's actions in gaining

9 unauthorized access to Boeing file shares to copy sensitive files about Boeing's business plans

10 and release them to the media was not necessary to minimize the harm of which he complains

11 when he had a reasonable legal alternative.

12 3. Motion to exclude defendant's exculpatory statements through other witnesses

13 The State anticipates that the defense may attempt to offer the exculpatory statements of

14 Eastman through the testimony of the State's witnesses or defense witnesses, particularly

15 through the testimony of Dominic Gates. The State moves to exclude these statements as

16 hearsay. ER 801 (d)(2) allows a party to offer hearsay statements made by a party-opponent into

17 evidence. It does not allow the party to offer its own hearsay statements into evidence to support

18 its case. "If the rule were otherwise, a pary could simply tell his or her story out of court, and

19 then present it through the testimony of other witnesses without taking an oath and without

20 facing cross-examination." K. Tegland, 5D Courtroom Handbook on Washington Evidence, p.

21 354, (2002). This rule applies to both civil and criminal cases. State v. Finch, 137 Wn.2d 972,

22 975 P.2d 967 (1999). This court should prohibit any witness from repeating hearsay statement

23 made by the defendant.
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1 4. Motion to exclude questions or evidence regarding the Sarbanes-Oxley Act

2 During defense interviews counsel asked a number of Boeing witnesses about their

3 understanding of Boeing's obligations under the Sarbanes-Oxley Act to protect sensitive internal

4 financial information. The State moves to exclude this evidence as irrelevant under ER 402 and

5 as unduly prejudicial and confusing to the issues at triaL.

6 ER 401 defines relevant evidence as "evidence having any tendency to make the

7 existence of any fact that is of consequence to the determination of the action more or less

8 probable that ifwbuld be without the evidence." ER 402 provides that irrelevant evidence is

9 inadmissible and ER 403 provides that relevant evidence "may be excluded if its probative value

10 is substantially outweighed by the danger of unfair prejudice, confusion of the issues, or

11 misleading the jury, or by considerations of undue delay, waste oftime, or needless presentation

12 of cumulative evidence."

13 Boeing's obligations under the Sarbanes-Oxley Act are irrelevant to any fact that wil be

14 in issue in proving or disproving the elements of his crimes or his defense. Whether Boeing's

15 failure to protect sensitive financial data violated the Act has no relevance to whether the

16 defendant, without authorization, intentionally gained access to a computer system or electronic

17 data base of another with intent to commit a crime or whether he orshe reasonably believed the

18 commission of his crimes was necessary to avoid or minimize a greater harm. Moreover,

19 implication that Boeing violated the Act is prejudicial to the State and confuses the issues

20 properly before the jury. Questions about the Act or evidence of its requirements should be

21 excluded.

22

23
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1 5. Motion to allow jurors to take notes

2 The state moves to allow the jurors to take notes durng the triaL. CrR 6.8 allows the jurors

3 to take notes for use during their deliberations with the permission of the trial cour. The jurors

4 should be allowed to take notes because of the number of witnesses, the length of the trial, and the

5 complexity of the issues that wil be presented.

6 6. Motion to exclude non-testifying witnesses

7 The state moves to exclude all non-testifying witnesses from the courtroom throughout

8 the trial including during pretrial motions, jury selection, opening statement, testimony, motions,

9 and closing argument.

10 V. CONCLUSION
11 The State has prepared this memorandum to acquaint the trial court with the facts and

12 issues expected to be presented in this case.

13 Dated this _ day of ,2008,

14

15 DAN SATTERBERG
Prosecuting Attorney

16

17 By:

18
SCOTT A. PETERSON, WSBA #17275
Senior Deputy Prosecuting Attorney
Complex Prosecutions and Investigations
Division19
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